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Announcing: the 2021 connected car!
Engi neers push state of the arteéesecur e,
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FI1 r st some ter mse

Every technology has its acronyms!

AAV: Automated Vehicles
ACAV: Connected and Automated Vehicles

AADAS: Advanced Driver Assistance Systems i Sensors and control systems that sense, warn, and
possibly control (brake, steer) a vehicle

AV2X: Vehicle to anything communication (vehicles, infrastructure, pedestrians, networks, etc.)

ADSRC: Dedicated Short Range Communication i A communications protocol/stack based on
802.11p radio access technology, with the ability to do V2X communication in the 5.9GHz band

ACellular-V2X: A communications protocol/stack based on 3GPP Release-14 PC5 Sidelink radio
access technology, with the ability to do V2X communication in the 5.9GHz band (aka LTE-V2X)

A5G NR: 3GPP i New-1R@mi beyand) Reehareesd sagpabilities for AV

ASAE: Society of Automotive Engineers i develops specifications for automated driving levels
(J3016), V2X message types (J2735), upper layer protocols/standards/test procedures for DSRC
and C-V2X (J2945 & J3161 families)



The bi g pictureée

V2XT whether for ADAS or AV 1 is addressing big issues in transportation

ASafety

BTraffic deaths i 34,247 in the US in 2017 (NHTSA)
Ahttps://cdan.nhtsa.gov/tsftables/National%20Statistics.pdf
AlLarge percentage is due to human error

Blnjuries T 1,889000 in the US in 2017 (NHTSA)
BProperty damage i 4,530,000 crashes
Aln addition:
B3.1B gallons of fuel wasted due to traffic congestion
B14% of all global warming emissions from transportation
BCountless hours of time wasted
AModern safety assistance and Automated Vehicles are expected to reduce fatalities
and injury
BSensors will be in (almost) all vehicles
Blncreasing numbers of vehicles will be connected, either direct V2V or through
WAN (V2N or V2N2V)



https://cdan.nhtsa.gov/tsftables/National%20Statistics.pdf

Connected Vehicles: /9\

T h e R O ad A h ead * Precise positioning

Lane-level accuracy 'Q‘
anywhere, anytime ®

Bluetooth ® Wi-Fi6

For high quality For in-car experiences and

voice and audio (@ ® car OEM services

@ 5G 5G
4G/5G (o e 4G/5G
For car OEM services - “ For driver
——— T and passengers
g™ ————— : mry

X
=9
® cx

For car to car
W communication

N\
— |\
o Tl K \\

s
C-V2X Y a

For car to infrastructure
communication &

Car connectivity Heterogeneous Secure, virtualized Advanced Multi -environment

INn the 5G era connectivity wireless links positioning implementation



V2X History

FCC allocated 70MHz for DSRC in 1999 (5850-5925MH2z)
Originally Based on 802.11a (and 802.11))

Uses 10 MHz channel option defined similar to Safety Non-Safety
. Applications Applications
802.11j (¥2 clocked from 20 MHz) —
Tighter spectral mask e || Al e
Sllahtly dlffertent MAC (OCB plus 1609.x SaEJzTas [ > Message Sublayer
er:] ancemer.] S) % Network and Transpd Transport
Differences in layers above PHY and MAC as well EEE £ | LayersWSMP | Layeri |IETFRFC
Special FCC channel designations: 1609.2 P TCPIUDP | 793/768
Ch. 172 is for vehicle collision avoidance § . vt | 1ETF RFC
communication '1%%';3 IPv6 2460
Basic Safety Message (BSM) sent using 3Mbps ' LLC Sublayer IEEE
— — 802.2
grggnlg)b le (R=1/2, BPSK), 6Mbps payload (R=1/2, |EEE 1609.4 —¥] MAC Sublayer Extension
Ch.178 is the control channel MAC Sublayer
Ch. 184 is for long distance public safety \EEE 802.11p PHY Layer
communication
Europe: Similar band/channelization
Japan: Uses 11p PHY in 760 MHz, but higher layers
quite different. DSRC/WAVE Protocol Stack




Changes in Automotive and Communication Technology

Rapid evolution in sensor and cellular technology have changed the connected
vehicle landscape

Aln the 20 years since the ITS spectrum was allocated, vehicles have significantly increased
ADAS capabilities
BSensors i radar, cameras, ultrasound/sonar, lidar
BProcessing 1 artificial intelligence

A802.11p (based on 802.11a) is a relatively old communication technology
‘BCellular technology has advanced dramatically over the last 20 years
‘BRobustness and reliability have significantly improved 1 especially NLOS
B3GPP added the capability for device to dev
infrastructure: Cellular-V2X

AThe FCC changed the spectrum allocation in December 2020 to reflect these changesi and
made C-V2X the de facto standard

Sensors + Al + advanced wireless technology = improved safety




V2X is a key technology enabler for enhanced
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A Sensors: Camera, Radar. Lidar, ultrasonic, etc. i typically Line of Sight (LOS)
A Direct V2X: DSRC/C-V2X i augments sensors with additional information, especially
Non-Line of Sight (NLOS)

A BSM i time critical situational awareness of vehicles around you

A 12VIV21i SPaT, MAP, TIM, etc
A WAN (V2N and V2N2V)

A Now i Non-time critical, wider area information about traffic, weather, etc.

A5G -URLLCérelay information between vehicles
A Processing

A Al/lcompute power fuses information together for ADAS and/or AV



SAE Automated Driving Levels

SAE J3016"LEVELS OF DRIVING AUTOMATION

INTERNATIONAL.

Connected and
Automated Vehicles:

Automated vehicles are
usually assumed to be
connected, but a connected
vehicle may not be automated

What does the
human in the
driver's seat
have to do?

What do these
features do?

Example
Features

SE
LEVEL O

SE
LEVEL 1

SE
LEVEL 2

You are driving whenever these driver support features
are engaged - even if your feet are off the pedals and

you are not steering

You must constantly supervise these support features;
you must steer, brake or accelerate as needed to

maintain safety

These are driver support features

These features
are limited
to providing

warnings and
momentary
assistance

*automatic
emergency
braking

*blind spot
warning

*lane departure
warning

These features
provide
steering

OR brake/
acceleration
support to
the driver

*]ane centering
OR

»adaptive cruise
control

These features
provide
steering

AND Dbrake/

acceleration
support to
the driver

* [ane centering
AND

«adaptive cruise
control at the
same time

SE
LEVEL S5

SE
LEVEL 4

You are not driving when these automated driving
features are engaged - even if you are seated in
“the driver's seat”

When the feature
requests,

These automated driving features
will not require you to take

you must drive over driving

These are automated driving features

This feature
can drive the
vehicle under
all conditions

These features can drive the vehicle
under limited conditions and will
not operate unless all required
conditions are met

slocal driverless W *same as
level 4,
but feature
can drive
everywhere
inall

conditions

«traffic jam
chauffeur taxi

* pedals/
steering
yvheel may or
may not be
installed



V2X Use Cases







